Zabbix. Monitoring the CPU temperature of a Windows machine

We will use an active Zabbix agent to monitor the processor temperature. | am sure there is no
need to explain the importance of monitoring the CPU temperature.

NOTE 1.
How to install Python 2.7 is described here: https://www.mihanik.net/tihaja-ustanovka-python-2-
71

NOTE 2.

Zabbix agent (client) installation method is described here:https://www.mihanik.net/ustanovka-
zabbix-klienta/

1. Collecting temperature data using a script.

Everything related to measuring the temperature of the processor (s) will be located in the
directory C:\Zabbix\scripts\OHMR

Ckpunt Hammcad Ha Python 2.7, on coOupaeT manHbIe M0 TemrepaType mpoieccopa
(mporteccopoB) u popmupyet 2 daitna

 C: \ zabbix \ scripts \ OHMR \ cpu0.txt - temperature of the first processor
 C: \ zabbix \ scripts \ OHMR \ cpul.txt - temperature of the second processor.

NOTE 3.

If there is no second processor in the computer, then the cpul.txt file will always have zero
temperature.

NOTE 4.

To obtain the processor temperature, OpenHardwareMonitor (its console version) will be used.
The project page can be found
here: https://github.com/openhardwaremonitor/openhardwaremonitor.

The fact is that you cannot find out the actual processor temperature using WMI. To find out the
current temperature, you need to read data from the processor registers, to read data from the
processor registers, you need to work from the zero protection ring, and to get into the zero ring,
you need to write a driver ... Here OpenHardwareMonitor does all this rough work for us. We
just have to analyze what he will give us.

The script itself is saved under the name: C:\zabbix\scripts\OHMR\OHMR.py.
Text of scripts:

# -*- coding: utf-8 -*-

import 0s
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import sys
import ctypes

#
# OYHKUMSA NPOBEPKM HAJIUUMA MPAB aIMMHUCTPATOPAa
# Bxom: HeT

# Beixom: true - ecThb IIpaBa aIMMHUCTPATOPA,
# false - HeT npaB aIMMHUCTPATOPa
#
def is admin() :
try:
return ctypes.windll.shell32.IsUserAnAdmin ()
except:

return False

CR
# Start of program
C R

def main (argv=None) :

# IlpoBepseM HalMuMe NpaB aIMMHA .
if not is admin ():
sys.exit ('Not enough permissions to run the script !!!")

# YcraHaBiMBaeM KOIOMPOBKY I10 YyMOJIUAHMIO.
reload(sys)
sys.setdefaultencoding ('utf8")

# YcranaBimBaeM mMeHa OGanyoe, e OymeT XPaHMUTbCsS TeMlIepaTypa MIPOolLeCCOpPOB
cpul = 'C:/zabbix/scripts/OHMR/cpul.txt'
cpul = 'C:/zabbix/scripts/OHMR/cpul.txt'

# TonyuaeM pesynbTaT padorsl OHMR
OHMR = []
OHMR =
os.popen ("C:\zabbix\scripts\OHMR\OpenHardwareMonitorReport.exe") .read () .splitlines ()

# BHCuUMTHBaeM TeMnepartypy 0-TO ¥, BO3MOXHO, l-TO mpolecopa

n0 = 0
sum0 = 0

o

nl =
suml = 0

for i in OHMR:
if (':' in 1) and (' (/intelcpu/0/temperature/' in 1i):
t = i.split ()
n0 = n0 + 1
sumO = sum0 + int(t[8])

if (':' in 1) and (' (/intelcpu/l/temperature/' in 1i):
t = i.split ()
nl = nl + 1

suml = suml + int(t[8])
if n0>0:
sum0 = sumO / nO
if nl1>0:
suml = suml / nl

# Coxpansem remneparypy 0-rTo mpoueccopa B bami
f = open(cpul, 'w'")
try:
f.write(str (sum0))
except Exception:
pass
finally:



f.close()

# CoxpanseMm TemnepaTypy l-rTo mpoleccopa B bamr
f = open(cpul, 'w'")
try:
f.write(str(suml))
except Exception:
pass
finally:
f.close()

if name == " main ":
sys.exit (main())

2. Install the script on the system.

It is better to run the script every 5-10 minutes. | usually do this every 10 minutes - not too often,
but not too rarely.

You can schedule script execution using the Windows Scheduler. The scheduler task can be
created manually, or using a bat file.

| usually do this with the help of a "batch file", | gave the name to my batch file
INSTALL_OHMR_py.bat .

Text of script:

@echo off

Rem IIpenmnojsaraeMm, uTo Ha Windows XP CckpuOT 3alyCcKaeTCsa aIMMHUCTPATOPOM.
Rem [lng ©oJjiee CcTapumMx CUCTEM 3TO HEBEPHO.

rem I[lonyuaeM Bepcuw OC
ver | find "5.1."

rem Windows XP ?
If %errorlevel%== (
rem IlponyckaeM MNPOBEPKY aIMMHCKMUX [IPaB
GOTO SKIPADMIN
)

SET HasAdminRights=0

FOR /F %%i IN ('WHOAMI /PRIV /NH') DO (
IF "%%i"=="SeTakeOwnershipPrivilege" SET HasAdminRights=1
)

IF NOT %$HasAdminRights$%==1 (
ECHO
ECHO Not enough permissions to run the script !!!
ECHO
GOTO END
)

: SKIPADMIN



rem I[lonyuaem Bepcuw OC
rem Windows XP ?

ver | find "5.1."

If %errorlevel%==0 (

rem Windows XP
SCHTASKS /Create /RU "NT AUTHORITY\SYSTEM" /SC HOURLY

"OHMRO" /TR "python \"C:\zabbix\scripts\OHMR\OHMR.py\""
SCHTASKS /Create /RU "NT AUTHORITY\SYSTEM" /SC HOURLY

"OHMR1" /TR "python \"C:\zabbix\scripts\OHMR\OHMR.py\""
SCHTASKS /Create /RU "NT AUTHORITY\SYSTEM" /SC HOURLY

"OHMR2" /TR "python \"C:\zabbix\scripts\OHMR\OHMR.py\""
SCHTASKS /Create /RU "NT AUTHORITY\SYSTEM" /SC HOURLY

"OHMR3" /TR "python \"C:\zabbix\scripts\OHMR\OHMR.py\""
SCHTASKS /Create /RU "NT AUTHORITY\SYSTEM" /SC HOURLY

"OHMR4" /TR "python \"C:\zabbix\scripts\OHMR\OHMR.py\""
SCHTASKS /Create /RU "NT AUTHORITY\SYSTEM" /SC HOURLY

"OHMR5" /TR "python \"C:\zabbix\scripts\OHMR\OHMR.py\""

) else (
rem HE Windows XP
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SCHTASKS /Create /RU "NT AUTHORITY\SYSTEM" /SC DAILY /ST 00:00 /RI
/DU 24:00 /TN "OHMR" /TR "python \"C:\zabbix\scripts\OHMR\OHMR.py\"" /RL

HIGHEST /F
)

del /f /g C:\zabbix\scripts\OHMR\cpuO.txt
del /f /g C:\zabbix\scripts\OHMR\cpul.txt

python C:\zabbix\scripts\OHMR\OHMR.py
:END

EXIT /B

3. We form a template in Zabbix.

At the same time, we add a simple template to Zabbix.
First, | will give a description of the template in pictures.

Create a template named: Active Computer — Python — CPU Temperature

/TN
/TN
/TN
/TN
/TN

/TN
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Data items:

CPUO Temperature — vfs.file.contents[C:\zabbix\scripts\OHMR\cpuO.txt]
CPUL1 Temperature — vfs.file.contents[C:\zabbix\scripts\OHMR\cpul.txt]
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Triggers:

Infromation{HOST.NAME}. CPU temperature is over 50 degrees {Active Computer —
Python — CPU
Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpul.txt].last() }>=50 and
{Active Computer — Python — CPU
Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpul.txt].last() }<60
e Information{HOST.NAME}. CPU temperature is over 50 degrees {Active Computer —
Python — CPU
Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpuO.txt].last() }>=50 and
{Active Computer — Python — CPU
Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpuO.txt].last() }<60
e Warning {HOST.NAME}. CPU temperature is over 60 degrees 60{Active Computer —
Python — CPU
Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpul.txt].last() }>=60 and
{Active Computer — Python — CPU
Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpul.txt].last() }<70

e Warning {HOST.NAME}. CPU temperature is over 60 degrees {Active Computer — Python
— CPU Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpuO.txt].last() }>=60 and
{Active Computer — Python — CPU
Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpuO.txt].last() }<70

e Average {HOST.NAME}. CPU temperature is over 70 degrees {Active Computer — Python

— CPU Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpul.txt].last() }>=70 and
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{Active Computer — Python — CPU
Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpul.txt].last() }<80

e Average {HOST.NAME}. CPU temperature is over 70 degrees {Active Computer — Python
— CPU Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpuO.txt].last() }>=70 and
{Active Computer — Python — CPU
Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpuO.txt].last() }<80

e High {HOST.NAME}. CPU temperature is over 80 degrees {Active Computer — Python —

CPU Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpul.txt].last() }>=80

e High {HOST.NAME}. CPU temperature is over 80 degrees {Active Computer — Python —

CPU Temperature:vfs.file.contents[C:\zabbix\scripts\OHMR\cpuO.txt].last() }>=80
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\OHMRIcpuO txf] 1ast()}>=B0
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* Buipaenme | {Active Computer - Python - CPU Temperature:vis file.contents[Ciizabbixiscripts || [oBasuTs
\OHMRIcpu0.bd]last{}}>=70 and {Active Gomputer - Python - GPU
Temperature:vis.file contents[C:zabbixiscripts\OHMR\Cpu0.bxt] 1ast(} <80
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* Mima | CPU Temperature

* WupwHa Q00

* BelcoTa 200

Tun rpadwika | Hopmansksiia

OtobpaxaTte nereHgy | v
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MpoueHTHaA NMHKA (cnesa)
MpoueHTHaR NWHWAA (Cnpaea)
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° SNeMEHTH! AaHHBIX Hima DyHKUMA CTunk OTPUCORKA PacnonoxeHrwe oci Ueet
1: Active Computer - Python - CPU Temperature cpen j NuHwa j Mo neeoi ctopone j . 1A7C11

CPUD Temperature

2: Active Computer - Python - CPU Temperature cpea j NuHra j Mo neeoi cropone j . 4000FF
CPU1 Temperature

OoGaeuTe

KnoHwpoeaTb | ‘ Yoanute ‘ | OTmeHa |

HAevcTene
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And here is the zipped file ready for import with the template described above: Active
Computer — Python — CPU Temperature.xml
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The scripts described earlier can be found in my

repository: https://github.com/mihanik2000/ZabbixActive Agent/tree/master/zabbix/scripts/f OHM
R

4. Data collection.

It remains to assign the created template to the corresponding host and wait for the start of data
arrival.

my-notebook: CPU Temperature

nocn MWW cpea  Makc
W CPUO Temperature  [cpea] 44 42 4362 53
W CPUL Temperature  [cpeal 0 0O o 0
© Tpurrop: my-notebook. TeMOEPaTYPa NPOUECCOp Bkiwe 80 rpagycon  [>= 80]
© Tpiurrep: my-notebook. TeunepaTypa NPoUECCopa suiwe B0 rpanycos  [>= B

Mlocnesmas nposepea
my-notebook €PU (8 3ementos asuex)
CPUD Tempsrstucs 05.02.202008:24:12 ] Toadmx

GPU1 Temperature 05.0220200824:12 o Tpadmx

END!
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